Linux network administration

Course Objectives

The primary objective of this course is to introduce students to the fundamental concepts of
software deployment, configuration, network administration, and daily usage of Ubuntu Linux based
systems.

Needed Software
vmWare Player, MOnOwall, Ubuntu 14.04 Server, Ubuntu 14.04
Assignments

Three assignments will be given during the course. The first two will account for 25% of the grade of
the students, while the last one will account for 50% of the grade of the students. The first two are
short presentations (about 15 minutes each) done by the students. The preparation of a PPTX is
compulsory. The last assignment is a configuration task carried out individually by the students. All
assignments are due at the start of class on the due date.

Evaluation and Grading
Evaluation will be done in percentage and corresponding ECTS grades will also be assigned.
Recommended readings

e MOnOwall installation and configuration:
https://www.youtube.com/watch?v=2X-4JWzR4U4&list=PLDC8031561F9F8B3D

e mOnOwall - PC Platform Quick Start Guide
http://doc.m0On0.ch/quickstartpc/index.html

o UbuntuServerGuide

https://wiki.ubuntu.com/DocumentationTeam/SystemDocumentation/UbuntuServerGuide
e Installing Ubuntu 14.04

https://help.ubuntu.com/14.04/installation-guide/index.html
o Apt-Get

https://help.ubuntu.com/community/AptGet/Howto

Class Schedule (tentative)


https://www.youtube.com/watch?v=2X-4JWzR4U4&list=PLDC8031561F9F8B3D
http://doc.m0n0.ch/quickstartpc/index.html
https://wiki.ubuntu.com/DocumentationTeam/SystemDocumentation/UbuntuServerGuide
https://help.ubuntu.com/14.04/installation-guide/index.html
https://help.ubuntu.com/community/AptGet/Howto

Lab 1

Installing MOnOwall, Ubuntu 14.04 Server, and Ubuntu 14.04 in vmWare
Player virtual machines

Introduction. Basic concepts and ideas to be discussed: computer network, local area network (LAN),
wide area network (WAN), network interface (adapter), IP addressing, private network IP addressing,
virtual machine, virtual network, router, etc.

Taks 1. Create a virtual machine with two network interfaces (NAT and LAN1) and install MOnOwall in
it

Player ~|| pp ~ (0 M g

. File b |1 New Virtual Machine... Ctrl+N
1) | Power - Open... Ctrl+0
Removable Devices * Download Virtual Appliance
Sl R Player Preferences

Welcome to the New Virtual Machine Wizard Select a Guest Operating System
A virtual machine is like a physical computer; it needs an operating Which operating system will be installed on this virtual machine?
system, How will you install the guest operating system?

Install from: Guest operating system

() Installer disc: () Microsoft Windows
- () Linux

L DVD-RW-meghajtd (G:) gNovgll NetWare
Solaris
(®) Other

() Installer disc image file (iso): Version

Browse... |FreeBSD 64-hit

(@1 wil install the operating system |ater. |
The virtual machine will be created with a blank hard disk.

B: Mext > || Cancel < Back || Next = || Cancel




Name the Virtual Machine Specify Disk Capacity
What name would you like to use for this virtual machine? How large do you want this disk to be?

The wirtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become larger as you
| MonOwall add applications, files, and data to your virtual machine.

Virtual machine name:

Maximum disk size (GEB):

Location:
| D:Wirtualis_Gepek\LNA\MOnOwal|

Recommended size for FreeBSD 64-bit: 20 GB

() split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

| [ mext> || cancel

Ready te Create Virtual Machine
Click Finish to create the virtual machine. Then you can install FreeBSD

Device Summary Device status
&4-hit. -

W Memory 256 MB Connec

[ Processors 1 Connect at power on

The virtual machine will be created with the following settings: en CO/oVD (... Auto detect
work Adapter NAT
MName: Monowall USE Controller  Present () Bridged: Connected directly to the physical network
. " @) sound card Auto detect Replicatz physical netwark connection state
Location: D:\virtualis_Gepek\LNA\MOnOwall Wnisplay Auto detect
Version: Workstation 10.0
(@) NAT: Used to share the host's IP address

Operating System: FreeBSD 84-bit O Host-orly: A private netork shared with the host

Network connection

&) Configure Adapters

() Custom: Spedific virtual network
Hard Disk: 4GB Vet
Memory: 256 MB (LAN segment;
MNetwork Adapter: NAT
Other Devices: CD/DVD, USE Contraller, Printer, Sound Card

I Customize Hardware... I

Hardware Type Network Adapter Type
What type of hardware do you want to install? What type of network adapter do you want to add?

Hardware types: Explanation Network connection
(,)CD/DWD Drive Add a network adapter.

[ Floppy Drive Replicate physical network connection state
W Metwork Adapter
USE Controller
'Oi' Sound Card (") Host-only: A private network shared with the host
E Parallel Port

ﬁ Serial Port Device status
=Printer Connect at power on
Generic SCSI Device

(®) NAT: Used to share the host's IP address

Next> || Cancel




Device status

Device Summary
" emory 256 MB Connected
Mprocessors 1 Connect at poreer on Global LAM Segments:

) New CD/DVD (... Auto detect
= Network cornection

(O Bridged: Connected directly to the physical netwark
Replicate physical network connection state

@) sound card Auto detect

J
[@oisplay Ao dotect 8 Configure Adapters

() NAT: Used to share the host's IP address
(O tost-only: A private network shared with the host
() Custom: Spedific virtual network

VMnetd

ok || Conce
ance

Device Summary Devics status
W Memory 256 MB Comnected

Global LAN Segments: [ Processors 1 Connect at poer on
 JNew CODVD (... Auto detect

Lul'-\Nh. I F&network Adapter NAT Network connection

WolNetwork Adapt... NAT () Bridged: Connected directly to the physical network
USE Controller  Present. Replicate physical network connection state
) sound card Auto detect
[oisplay Auto detect B Configure Adapters

() NAT: Used to share the host's IP address
() Host-only: A private network shared with the host
() Custom: Speific virtual network

VMnet

(®) LAN segment:

Add || Rename || Remove |

I c I Help

Virtual Machine Settings

Rlayer ~ | = S
Hardware | Options

Device status
Device summary
Connected
W Memory 256 MB annec
[ processors 1 ‘onnect at power on

Hard D 4GB
) co/ovD (DE) | Auto detect Connection
L Tdepter  NAT (O Use physical drive:

T Netnor
o Network Adapt... LAN Segment
@ use Contraller  Present
aund Card Auto detect
[lpispiay Auto detect

Auto detect

MOnOwall © + 1 | e Telepito » MOnOwall vie »
Powered OF Rendezés = Uj mappa ~ M @
FreeBSD 64-bit A Médosi
Workstation 10.0 virtual machine
RAM: 256 MB aanate.
59 D-IT-NB
P Flay virtual machine I/ Dokumentumok
£ Kepek v < >
Féjinév: v| | CO-ROM images (iso) v

L1




Virtual Machine Settings

u

VMware Player (Non-commercial use only)

Player ~ | [ = =
Hardware | Options
Device Summary Device status
W Memory 256 MB Iy
[ Processors 1 Connect at power on 711 Monowal
[AHard Disk (SCSI) 4GB ] wM0138
CD/OVD (IDE)  Auto detect Connection
Falnetwork Adapter  NAT Use physical drive:
T Network Adapt... LAN Segment
S uss contreller  present o se 10 .
) Sound Card Auto detect e 50 Image e
Mlpisplay Auto detect D Telepi —_—
Adyanced...
MOnOwall
State: Powered Off
0S: FreeBSD 64-bit
Version: Workstation 10.0 virtual machine
RAM: 256 MB
Add.. Remove
I 0K I Cancel Help
e MOnOwall - VMware Player (Non-commercial use only) = B -
Player + - o om «
b MOnQwall - VMware Player (Non-commercial use only) = = “ WAN TP address: (unknoun)
Blayer ~ = O = Port configuration:

built on Wed Jan 15 13:32:38 CET 2814 for generic-pc-cdrom
Copyright (C) 2882-2814 by Manuel Kasper. All rights reserved.
Uisit http://mdnB.chsmall for updates.

LAN IP address:
HAN IP address:

192.168.1.1
(unknowm)

Port configuration:

LAN
HAN

-> emdl
-» sisl

MBnBuall console setup
Interfaces: assign network ports
Set up LAN IP address
Reset webGUI passnord
Reset to factory defaults
Reboot system
Ping host
Install on Hard Drive

[Enter a mumdber

dad = da0

LAN
WAN

-> emd
-> sisl

MBnBuall console setup
1)
2>
5

Interfaces: assign netuork ports
Set up LAN IP address

Reset webGUI password

Reset to factory defaults
Reboot system

Ping host

Install on Hard Drive

4)
5)
6)
7
Enter a number: 7

Ualid disks are:

UMuare Virtual S 1.8 4.88 GB

[daB UMuare,

Instal Tools

Enter the device namMe you wish to install onto:

VMware Tools enables many features and improves mouse movement, video and
perfarmance, Log in to the: quest aperating system and cick “Install Tools™,

INever Remind Me

Remind Me Later

i

MOnOwall - VMware Player (Non-commercial use only)

i

MOnQwall - VMware Player (Non-commercial use only)

Player = - E «

Set up LAN IP address
Reset uebGUI password
Reset to factory defaults
Reboot system

Ping host

Install on Hard Drive

[Enter a number: 7
Walid disks are:

jdaf UMware, UMware Uirtual S 1.8 4.88 GB

Enter the device name you wish to install onto: dad

= HARNING?

i MBnBuall is about to be installed onto the daB device.
(= — everything on this device will be erased!

i — this cannot be undone?

[The firewall will reboot after installation.

Do you want to proceed? (ysm)f yli

Player =

p= &
boxx This is m@nBwall, versiom 1.8.1

built on Wed Jan 15 13:32:36 CET 2614 for gemeric-pc

Copyright (C) 2882-2814 by Manuel Hasper. A1l rights reserved.

Uisit http://nBnd.ch/uall for updates.

LAN IP address:
WAN IP address:

192.168.1.1
(unknowm)

Port configuration:

LAN
WAN

-> emB
->» sisl

MANBLall console setup

1) Interfaces: assign network ports
2) Set up LAN IP address

3) Reset webGUI password

4) Reset to factory defaults

5) Reboot systew

6) Ping host

Enter a number:| 1l

oy
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MOn0Owall - ViMware Player (Non-commercial use only)

i

MOnOwall - VMware Player (Non-commercial use only)

Player +

v g

MBnBuall console setup
T

Interfaces: assign network ports
Set up LAN IP address

Reset uebGUI password

Reset to factory defaults
Reboot system

Ping host

[Enter a number: 1

Valid interfaces are:

BA:BC:29:1; e'ad
B80:8c:29:12:3e:b3

Cup)

AMD PCnet-PCI
Mote that wireless LAN interfaces are not included in the list aboue;
{they can be set up through the webGUI later on.

Do you want to set up ULANs first?
If you're not going to use ULANs, or only for optional imterfaces, you

jshould say no here and use the webGUI to configure ULANs later,

Do you want to set up ULANs now? (yrmd]n

Intel(R) PRO/1888 Legacy Network Connect...

if required.

« [ Player »

v i E g

choose to use
before you begin,

If you don’t know the names of your interfaces, you May
uto-detection. In that case, disconnect all interfaces
ind reconnect each one when prompted to do so.

[Enter the LAN interface name or for auto-detecti

Enter the WAN interface name or for aut--detecti

[Enter the Optional 1 interface namMe or for auto-detection

(or nmothing if finished):
The interfaces will be assigned as follows:

LAN
HAN

-> leB
-> emB
The firewall will reboot after saving the changes.

Do you want to proceed? (v/m)[v]

0

MOnOwall - VMware Player (Non-commercial use only)

&

MOnOwall - VMware Player (Non-commercial use only)

Player =

v e g

boex This is m@nBuall, versiom 1.8.1
built on Med Jan 15 13:32:38 CET 2814 for gemeric-pc
Copyright (C) 2082-2814 by Manuel Kasper. All rights reserved.
Uisit http://mBnB.ch/wall for updates.

LAN IP address:
HAN [P address:

192.168.1.1
Cunknomn )}

Port configuratio

LAN
HAN

-> leB
-> emd

HBnBuall console setup
Interfaces: assign network ports
Set up LAN IP address
Reset webGUI password
Reset to factory defaults
Reboot system
Ping host

Enter a nurber: [2)

«< [ Player -

A=l
6) Ping host
Enter a number: 2
Enter the mew LAN IP address:[19
Subnet masks are entered as bit counts (as in CIDR notation) in m@n@uall.
o.y. 255.255.255.8 = 24

255.255.0.0

255.8.8.8

Enter the new LAN subnet bit count: 24

Enter the start address of the client address ram
Enter the end address of the client address range

The LAN IP address has been set to 192.168.1.254-24.

You can mow access the webGUI by opening the following URL
in your browser:

fhttp:,/192.168.1.254/

IPress ENTER to continue.

MOnOwall - VMware Player (Non-commercial use only)

)

MOnOwall - VMware Player (Non-commercial use only)

Player ~

- e

boxn This is MBnBwall, version 1.8.1
built on Hed Jan 15 13:32:38 GET 2014 for generic-pc
Copyright (C) 2882-2814 by Manuel Hasper. All rights reserved.
isit http://mBnd.ch/wall for updates.

LAN IP addres:
WAN TP addres:

192.168.1.254
192.168.231.128

Port configuration:

LAN
AN

-> le@
-> eM8

MBnBuall console setup
Interfaces: assign network ports
Set up LAN IP address
Reset WwebGUI password
Reset to factory defaults
Reboot system
Ping host

Enter a nurber:[3[]

< [Il| Payer ~
WAN

A== ]

-> emMd

MBnBLall console setup
Interfaces: assign network ports
Set up LAN [P address

Reset webGUI password

Reset to factory defaults

Reboot system

Ping host

2)
3)
1)
5)
i

Enter a number: 3

IThe WebGUI password will be reset to the default (which is
Do you want to proceed? (y/n]m

IThe password for the webGUT has been reset.

[Remember to set the password to something else than
lthe default as soom as you have logged into the webGUI.

Press ENTER to continue.

i

MOnOwall - VMware Player (Non-commercial use only)

=

MOnOwall - VMware Player (Non-commercial use only)

Player v

- 2 E e
bexx This is mBnBuall, version 1.8.1
built on Wed Jan 15 13:32:38 CET 2814 for generic—pc
Copyright (C) 2802-2814 by Manuel Rasper. A1l rights reserved.
Visit http://wBnB.ch/wall for updates.

LAN IP addres
WAN IP addres

192.168.1.254
192.168.231.128

Port configuration:

LAN
WAN

-> led
-> emB

MBnBuall console setup
Interfaces: assign netuork p
Set up LAN IP address
Reset webBUI password
Reset to factory defaults
Reboot system
Ping host

[Enter a number:

Player =

- E g

File [.6.1
38 CET 2014 for gemeric-pc

Manuel Kasper. All rights reserved.
for updates.

Power

Removable Devices

Send Ctrl+ Alt+Del
P54

Full Screen Ctrl+Alt+ Enter

Unity
Manage Install VMware Tools.
[E  MessageLog

£ Virtual Machine Settings. Ctrl+D

MBnBuall console setup
Interfaces: assign netuork ports
Set up LAN IP address
Reset webBUI password
Reset to factory defaults
Reboot system
Ping host

Enter a number: fi




Hardware | Options.
Device status
Device Summary
V] C cted
G emory 255 MB onne
[ Processors 1 [¥] Connect at power on
miand ) 468
©)cp/ovD (DE) | Using file D: \TelepitoWonOwallge. . Sonnecton
TETNetwork Adapter  NAT {se physical drive::
Falnetwork Adapt... LAN Segment S "
3 UsE controler  Present o .
@) Sound Card Auto detect Use IS0 image file:
[Bpispiay Auto detect D:\Telepito MonOwal \generic-c Browse..
ok || cancel || Help

Taks 2. Create a virtual machine with one network interface (LAN1) and install Ubuntu Server in it

Start a new instance of vmWare player.

Welcome to the New Virtual Machine Wizard
A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:

() Installer disc:

i DVD-RW-meghajté (G:)

() Installer discimage file (iso):

Browse...

(@1 will install the operating system later,:
The virtual machine will be created with a blank hard disk.

File

=

Player = ‘ - 5 i =
‘ |Fﬁ:‘ New Virtual Machine...
Open...

CuleN |
Ctrl+0

Power 3

Removable Devices 3

Send Ctrl+Alt+Del

Download Virtual Appliance

Help < Back Next =

Player Preferences

Name the Virtual Machine
What niame would you like to use for this virtual machine?

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system virtual machine name:

IUbuntu Server 64-bit I

() Microsoft Windows
(@ Linux_|
(_) Novell Netware Location:

() solaris
|

() other D:Wirtualis_Gepek\LNA\Server

Version

 ubunt 64-bit




Specify Disk Capacity
How large do you want this disk to be?

Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Ubuntu
64-bit.

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become larger as you
add applications, files, and data to your virtual machine.

Maximurm disk size (GB): 20.0 =5

Recommended size for Ubuntu 64-bit: 20 GB

| |
I_, Store virtual disk as a single ﬁlei

() split virtual disk into multiple fles

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

The virtual machine will be created with the following settings:

MName: Ubuntu Server 64-bit
D:Wirtualis_Gepek\LNA\Server
Version: Workstation 10.0

Operating System: Ubuntu 64-bit

Location:

Hard Disk: 20 GB
Memory: 1024 ME
MNetwork Adapter: MAT

Other Devices: CD/DVD, USE Controller, Printer, Sound Card

I Customize Hardware I

Device status
Device Summary
Connected

8 Memory 168 Lonnecte
[ Processors 1 Coninect at power on
“JNew CD/DVD (... Auto detect

I Network connection

Present () Bridged: Connected directly to the physical netwark

Auto detect Replicate physical network connection state
=hPrinter Present
M pisplay Auto detect 1 Configure Adapters

() NAT: Used to share the host's IP address
() Host-only: A private network shared with the host
() Custom: Specific virtual network

VMnetd

segment:

LAN1 v

LAN Segments... | | Advanced...

Add... Remove

Hardware | Options

Device status
Device Summary
8 premory 168 v Connected
I Processors 1 Connect at power on
(=Hard Disk (SCSI)  20GB
©)D/DVD (SATA)  Auto detect Connectan
FENetwork Adapter  LAN Segment (O Use physical drive:
usE Controller  Present e
) sound Card Auto detect = =
Printer Present ®) Use 15O image file:
Mpisplay Auto detect D \Telepito\_buntu\bUntu- 140 v
Adyanced...
Add Remove
oK Cancel Help

Bayer + | - L

Ubuntu

=]
@ WM20138

rver 64-bit

Ubuntu Server 64-bit

Powered Off

Ubuntu 64-bit

‘Workstation 10.0 virtual machine
1GB

15l edit virtual machine settings

Press F3 — Keymap

Payer ~ | [ ~ [ M g

Language

Amharic Frangais MakeaoHCKKW Tamil
fArabic Gaeilge Malayalam 37 e
Asturianu Galego Marathi Thai
BENapyCKan Gujarati Burmese Tagalog
BbAraPcKy i1y Nepali Tirkce
Bengall Hindi Mederlands Uyghur
Tibetan Hrvatski Norsk hakmal YiKpalHCEKE
Bosanski Magyar Norsk nynorsk Tifng Viét
Catald Bahasa Indonesia | Punjabi (Gurmukhi) TR )

I (31 ER)

testina Islenska Polski

Dansk Italiano Fortugugés do Brasil
Deutsch BAE Portugués
Dzongkha Jaboype Romana
EAAMVLKE Kazar Pycckni
Khmer Samegillii
B3I w e
Espafiol 5301 Slovencina
Eesti Kurdi Slovenstina
Euskara Lao Shoip

A Lietuviskai Cpnckn
suami Latviski svenska

Esperanto




Blayer -

Afghani
Albanian
Amharic
fArablc
Armenian
Asturian
Austria
fAzerbaljani
Bambara
Belarusian
Belgian
Bengali
Bosnia
Brazil
Bulgarian
Burmese
Cameroon
Canada
Catalan
Chinese
Congo

Croatian
Czech
Danish
Dhivehi
Dutch
Dvorak
Dzongkha
Esperanto
Estonian
Faroes
Filipino
Finnish
French
Georgian
German
Ghana
Greek
Guinea
Gujarati
Gurmukhi
Hebrew

Keumap

Haori
Mongolian
Montenegrin
Horocco
MNepali
Nigeria
Norwegian
Pakistan
Persian
Polish
Portuguese
Romanian
Russian
Saami (Fin.)
Saami (Nor.)
Saami (Swe.)
5erbian
sinhala
Slovak
Slovenian
South Africa

Spanish
suedish
Swiss French
Suwiss German
syria
Taiwanese
Tajik
Tamil
Tanzania
Telugu
Thai
Tswana
Turkish
Turkish (F)
Turkmen
LK

usa

USA Intl.
Ukrainian
Uzbek
Vietnam

Icelandic
Indian
Iragi
Irish
Italian
Japanese
Kannada
Kazakh
Kenua
Khmer
korean
Kurdish
Kureyz

Lao

Latin Amer.
Latvian
Lithuanian
Macedonian
Malayalam
Haltese

[!!] Select a language |

Choose the language 1o he used for the installation process. The selected language will
also be the default language for the installed system.

Language:

c

Albanian
Arabic
Asturian
Basque
Belarusian
Bosnian
Bulgarian
Catalan

Chinese (Simplified)
(Traditional)

chinese
Croatian
Czech

Esperanto
Estonian
Finnish
French
Galician
German
Greek

<Go Back>

No localization
shaip

Asturianu
Euskara
Eenapyckan
Bosansk i

Esperanto
Eesti
Suomi
Francais
Galego
Deutsch,
EhAnv ko

Enter

i = g =

1 ['!] Select your location |

acti

[11] select your location |

The selected location will be used to set your time zone and also for example ta help
select the sustem locale. Normally this should be the country where wou Live.

Select the continent or region to which your location belangs

Continent or region:

<Go Backy

Africa
Antarctica
Asia

Atlantic Ocean
Car ibbean
Central America

Ocean
North America
Oceania
South America
other

Enter

act i

The selected location will be used to set your time zone and also for example to help

[11] Select uour location

select the system locale. Normally this should be the country where you live.

This is a shortlist of locations based on the language wou selected. Choose "other' if

your location is not listed.

Country, territory or area:

<Go Back>

Antigua and Barbuda
Australia
Botswana
Canada

Hong Kong
India

Ireland

New 2ealand
Nigeria
Philippines
Singapore
South Africa
United Kingdom
United states
2ambia

2 imbabue

Tah

me Enter

The selected location will be used to set your time zone and also for example to help

select the system locale. Normally this should be the country where you live.

Listed are locations for: Europe. Use the <Go Back> option to select a different
continent or region if your location is not listed

Country, territory or area:

<Go Back>

Bulgaria
Croatia
Cuprus

Czech Republic
Denmark.
Estonia

Faroe Islands
Finland
France
Geargia
Germany
Gibraltar
Greece
Greenland
Guernsey

Hmé See_(vatican Eiti State)

Iceland
Ireland
Isle of Man




i i
Player ~ | [ - & B @

Ployer ~ | [ ~ f: B g

[!1 Configure locales

There is no locale defined for the combination of language and country you have selected

You can now select your preference from the lacales available for the selected language.
The locale that will be used is listed in the second column.

Country to base default locale settings on

Antigua and Barbuda [1] Configure the network

Australia

Botsuana . Please enter the hostname for this system.

Canada

Hong Kong The hostname is a single word that identifies your system to the network. If you dan't

India know what your hostname should be, consult your network administrator. If you are setting

Ireland . up your oun home network, you can make something up here.

New Zealand

Nigeria Hostname:

Philippines B

Singapore

South Africa
ed

<B0 Back>

2 imbabwe
<Go Back>

Enter> activati

Player - | [l - (% B g

Player - | [ - & ® g

[11] Set up users and passwords

A user account will be created for you to use instead of the root account for
non-administrative activities.

[11] Set up users and passuords
A good password will contain a mixture of letters, numbers and punctuation and should be
Please enter the real name of this user. This information will be used for instance as changed at regular intervals.
default origin for emails sent by this user as well as any program uhich displays or uses
the user's real name. Your full name is a reasonable choice.

choose a password for the new user:
Full name for the new user:

<Go Back>
<Bo Back>

Password=student

2

b
Blayer - | ] - 2 ® i§

Player - | [ v (& B 0§

[H1] Set up users and passwords

You entered a password that consists of less than

You may configure your home directory for encryption, such that any files stored there
remain private even if your computer is stole
eight characters, which is considered
too weak. You should choose a stronger password.

[!] Set up users and pa

Use weak passuord?

The system will seamlessly mount your encrupted home directory each time you login and
automatically unmount when you log out of all active sessions
<Go Back>

Encrupt wour home directory?

<Go Back>

<res>  HIFR

es butto
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Blayer - | ] ~ (& ®

[!!] Partition disks [
The installer can guide uou through partitioning a disk Cusing different standard
schemes) or, if you prefer, uyou can do it manually. With guided partitioning you will
still have a chance later to review and customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk
should be used.

Partitioning method:
Guided - use entire disk and set up LM
Guided - use entire disk and set up encrypted LVM
Manual

<Go Back>

Blayer v | [ -+ (& B 0§

[111 Partition disks |

If you continue, the changes listed below will be written to the disks. Otherwise, wou
will be able to make further changes manually.

The partition tables of the following devices are changed:
SCSI33 (0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCSI33 (0,0,0) (sda) as exté
partition #5 of SCSI33 (0,0,0) (sda) as swap

Write the changes to disks?

e

Player + | [ » & = §

[11] Partition disks |

Note that all data on the disk you select will be erased, hut not hefore uou have
confirmed that you really want to meke the changes.

Select disk to partition:

<Go Back>

Blayer + | [ + (2 B

[!1 Configure the package manager

If you need to use a HTTP proxy to access the outside warld, enter the proxy information
here. Otherwise, leave this blank.

The prowy information should be given in the standard form of
"https /¢ [ luser] [ipass] @l host [zport] /.

HTTP proxy information thlank for none):

<Go Backy

e
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[11 configuring tasksel f
Applying updates on a freguent basis is an important part of keeping wour system secure.
By default, updates need to be applied manually using package management tools.
Alternatively, you can choose to have this system automatically download and install
security updates, or you can choose to menage this system over the weh as part of a group
of systems using Canonical's Landscape service.

How do you want to manage upgrades on this system?

Install security updates automatically
Manage system with Landscape

[1] softuare selection |
At the moment, only the core of the system is installed. To tune the system to your
needs, you can choose to install one or more of the following predefined collections of
softuare.

Choose softuare to install:

Automatic updates are not needed, because we will do the updates manually.



=3

Player ~ | []

[!] Install the GRUB boot loader on & hard disk
It seems that this new installation is the only operating system on this comuter. If so,
it should he safe to install the GRUB boot loader to the master boot record of your first
hard drive.
Marning: If the installer failed to detect another operating system that is present on
your computer, modifying the master boot record will make that operating system
temporarily unbootable, though GRUB can be manually configured later to hoot it.
Install the GRUB boot loader to the master hoot record?

<Bo Back>

Enter

Payer = | [ - (B B @
Ubuntu 14.04 LTS ubuntu-server ttyl

jubuntu-server login: student
iPassword :
Uelcome to Ubuntu 14.04 LIS (GNU/Linux 3.13.0-24-generic x86_64)

= Docunentation: https: /help.ubuntu.con

System information as of Tue Sep 2 22:08:30 CEST 2014
System load: 1.27

Usage of +: 5.8/ of 18.586B
Memory usage: 10x

Suap usage: O

Processes: 265
Users logged in: )
IP addvess for ethd: 192.168.1.1

Graph this data and manage this system at:
https: /landscape .canonical .con/
92 packages can be updated.

43 updates are security updates.

The programs included with the Ubuntu system are free sof tuare:
the exact distribution terms for each progran are described in the
individual files in susr/sharesdoc, = copyright .

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable lau.

student@ubuntu-server :“§

Check the existence if the IP configuration and the functioning of the name resolution, which will also

check the outbound connection.
Change to super user privilege level
sudo su

Update the software package list
apt-get update

Upgrade the installed software
apt-get upgrade -y

Install Midnight Commander

apt-get install mc -y

Taks 3. Create a virtual machine with one network interface (LAN1) and install Ubuntu Desktop in it

<

[11] Finish the installation

Installation complete
Installation is complete, so it is time to hoot into your new system. Make sure to remove
the installation media (CD-ROM, floppies), so that you hodt into the new system rather
than restarting the installation.

<Go Back>

Blayer v | [ ~

The programs included with the Ubuntu system are free softuare:
the exact distribution terns for each program are described in the
individual files in susr/sharesdocs=/copyright.

Ubuntu cones with ABSOLUTELY NO WARRANTY, to the extent pernitted by
applicable law.

studentBubuntu-serue;

ethd i iEthe
inet addr:192.168.1.1
inet6 addr: feso ]

00:0c:29:db:43:d2
92.168.1.255 Mask:255.255.255.0
e

RX packets:15 errors:@ dropped:® overruns:® fram

TX packets:z9 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytesi5150 (5.1 KB) TX bytes:2991 (2.9 KB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Hetric:l

R¥ packets:16 errors:0 dropped:0 overruns:0 frame:

TX packetsi16 errors:@ dropped:® overruns:® carrier:0
collisions:0 txqueuelen:®

RX bytes:1184 (1.1 KB) TX bytes:1184 (1.1 KB)

ubuntu

student@ubuntu-server ;5 fnslooky

Serve:
Address

192.168.
192.168.1.254153

Mon-authoritative ansuer:
fam ubuntu.com
Address: 91.189.94.156

Istudent@ubuntu-server:™$ _




Start a new instance of vmWare player.

Welcome to the New Virtual Machine Wizard

A wirtual machine is like a physical computer; it needs an operating
system, How will you install the guest operating system?

Install from:

() Installer disc:

5 DVD-RW-meghaité (G:)

() Installer discimage file {iso):

Browse...

Player ~(| [ -~ [\ W Iy @
| File Fﬁ New Virtual Machine... CtrisN |
Open... Ctrl+0

-

Power r

Removable Devices 3 Downlead Virtual Appliance
Send Ctrl+Alt=Del < Back

Player Preferences

Select a Guest Operating System Name the Virtual Machine
Which operating system will be installed on this virtual machine? What name would you like to use for this virtual machine?

Guest operating system Virtual machine name:

() Mirosoft Windows | Ubuntu Desktop 64-bit
(@) Linux_|
(_) Nowvell NetWare Location:
() Solaris
() Other

| D:\Wirtualis_Gepek\LNA\Desktop

Version

 ubuntu 64-bit

Specify Disk Capacity Ready to Create Virtual Machine

How large do you want this disk to be? Click Finish to create the virtual machine. Then you can install Ubuntu
&4-hit.

The virtual machine's hard disk is stored as one or more files on the host The virtual machine will be created with the following settings:
computer's physical disk, These file(s) start small and become larger as you
add applications, files, and data to your virtual machine. Mame: Ubunitu Desktop 64-bit

Maximum disk size (GB): ﬂ Location: D:\Wirtualis_Gepek\LMA\Desktop
o ) Version: Workstation 10.0
Recommended size for Ubuntu &4-bit: 20 GB Operating System: Libuntu 64-bit

Hard Disk: 20GB
Memory: 1024 ME
() split virtual disk into multiple files Network Adapter:  NAT

Splitting the disk makes it easier to move the virtual machine to another Other Devices: CD,/DVD, USE Contraller, Printer, Sound Card
computer but may reduce performance with very large disks.

I Customize Hardware... I

<Back || Fimsh || cancel




Device status
Device Summary
0 Memory 168 Connectzd
[l Processors i Connect at power on
~J New CO/DVD Auto detect
(%5 Network Adapter  NAT etwork connection
B USE Controller | Present (O gridged: Connected directly to the physical netwark
@) sound card Auto detect Replicate physical netwark connection state
hprinter Present R
Wpisplay Auto detect B Configure Adapters
() NAT: Used to share the host's [P address
() Host-only: A private network shared with the host
() Custom: Specific virtual network
Mneto
—
LAN segment:
LAN1 v
LAN Segments... | | Adyanced...
Add... Remove
Help

Hardware | Options

Device status
Device Summary
Connected
W Memory 1GB c
[ Processors 1 Connect at power on

Hard Disk (SCSI) 20 GB

Connection

JCD/DVD (SATA)  Auto detect
TETNETNOTR Adepter LA segmen
USE Controller

(O use physical drive:

Present Auto detect (G
/) Sound Card Auto detect
Printer Present Use 150 image fil:
MDisplay Auto detect De\TelepitolUbuntuubuntu-14.4 v
Adyanced...
Remave
Cancel Help

Blayer ~ | b8

r’?" Ubuntu Desktop 64-bit.

@ Ubuntu Server 64-bit
i o
@ W7M20138

Ubuntu Desktop 64-bit

State: Powered Off
0S:  Ubuntu 64-bit
Version: Workstation 10.0 virtual machine
RAM: 1GB

P> Flay virtual machine

il edit virtual machine settings

2

Player ~

0l - & =
Install

Welcome

Bahasa Indonesia
Bosanski

Catala

Cestina

Cymraeg

Dansk

Deutsch

—

Espariol
Esperanto
Euskara

Try Ubuntu

Frangais
Gaeilge
Galego

Hrvatski
islenska

‘You can try Ubuntu without making any changes to your computer, directly from this
cD.

or if you're ready, you can install Ubuntu alongside (or instead of) your current
operating system. This shouldn't take too long.

0
Ployer v | [ ~ ¢ W g

Install

Preparing to install Ubuntu

For best results, please ensure that this computer:
+f has atleast 6.4 GB available drive space

9 is connected to the Internet
pownload updates while installing
Ubuntu uses third-party software to play Flash, MP3 and other media, and to work with some graphics and wi-fi
hardware. Some of this software is proprietary. The software is subject to license terms included with its
documentation.

() install this third-party software
Fluendo MP3 plugin includes MPEG Layer-3 audio decoding technology licensed from Fraunhofer IIS and Technicolor SA.

Quit Back

«| B
1 @ o)

I Continu; I

7] %
Player + | [J] » (& B g «| &
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Install

Installation type

This computer currently has no detected operating systems. What would you like to do?
© FErase disk and install Ubuntu
Warning: This will delete any fles on the disk.
() Encrypt the new Ubuntu installation for security
Youwill choose a security key in the next step.

(7] Use LVM with the new Ubuntu installation
This will set up Logical Volume Management. It allows taking snapshots and easier partition resizing.

Something else
You can create or resize partitions yourself, or choose multiple partitions For Ubuntu.

I stall Now I

Quit Back
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® Install Y Install

Where are you? Keyboard layout

choose your keyboard layout:
German

German (Austria) Hungarian - Hungarian (101/qwerty/comma/dead keys)
Greek Hungarian - Hungarian (101/qwerty/comma/eliminate d
Hebrew Hungarian - Hungarian (101/qwerty/dot/dead keys)

Hungarian - Hungarian (101/qwerty/dot/eliminate dead |

Icelandic Hungarian - Hungarian (101/qwertz/comma/dead keys)
Indian Hungarian - Hungarian (101/qwertz/comma/eliminate d¢
Iragi Hungarian - Hungarian (101/qwertz/dot/dead keys)

Irish Munnarian - Hinaarian (101 fawerts [dnatfaliminata daad |
{64606~ {}

Budapest Detect Keyboard Layout

Continue Continue

o *_J i X
Player v | [ v /B W g « Payer v | [ v (& W @ <| B
= U ® @

D Install

Who are you?

Your name: | Student L 4
Your computer's name: ([EEIEER |«
The name it useswhen it talks to other computers.
Pick a username: | student \v; @ Installation Complete

Choose a password: ‘Weak password

Installation is complete. You need to restart the computer in order to use the
» new installation.
v

Confirm your password:

Loginautomatically

Restart Now

© Require my password to login
) Encrypt my home folder

Continue

Password: student

Player « | g ~ &

File
o Power Power On
) Removable Devices Shut Down Guest
[_'—ﬂ] Send Ctrl+Alt+Del Ll Suspend Guest
T Full Screen SRS

@) | ® gnome-terminal

Eii Applications Player ~ | [ + () B @

Termina! File Edit View Search Terminal Help

.

student@ubuntu-desktop: ~

student@ubuntu-des
student@ubuntu-d

Terminal




Enter the proxy settings

sudo su

export http_proxy=http://ns-proxy.kefo.hu:3128/
Update the software package list

apt-get update

Upgrade the installed software

apt-get upgrade -y

Install Midnight Commander

apt-get install mc -y

Install VMware Tools

Player ~|| [l ~ & B g

File

The following software is available for download:

Power

VMware Toaols for Linux - version 9.6.2

Removable Devices
Send Ctrl+Alt+Del !

If you do not download YMware Tools,
Full Screen Ctrl+ Alt= Enter installation will not be able to continue.

Unity

Manage | Install Viware Tools...

Help [E Message Log

What would you like to do?

Ef Virtual Machine Settings..  Ctrl+D

b
Payer ~ | [ - & B

Terminal

L
Payer ~ | [] -~ & W §
File Edit Viev

Bookmarks Help

© VMware Tools mc [root@ubuntu-desktop]:/media/student

Places <— /home/student

O recent = = linga|

A Home manifest.txt run_upgrader.sh VMwareTools-9.6.2- Copy

i Desktop 1688356.tar.gz Copy directory "VMware Tools" with source mask:

[) Documents @ @ [x] Using shell patterns

& Downloads to:

43 Musi vmware-tools- vmware-tools- fhome/studert
e upgrader-32 upgrader-64 .IC

B Pictures . [ ] Follow links [ 1 pive into subdir if exists
o . [x] Preserve attributes [ ] stable symlinks

H videos

@@ Trash ~dnr [< 0K >] [ Background ] [ Cancel ]

Devices. o[fFE

fa) Floppy Disk mples.deskto ep 3 21:05

@ VMwareTools &

[® computer 15G/19G (7

T i A of your keys not working? Look at Options/Learn
top: /m

@2 Browse Network 1 2 3

B connect to Server

Make sure that you are logged in to the quest operating system. Mount the virtual CD drive in the guest,
launch a Terminal, and use tar to uncompress the installer. Then, execute vmware-nstall.pl to instal VMware Help
Tools.

Make sure that you are logged in to the guest operating system. Mount the virtual CD drive in the quest,
launch & Terminal, and use tar to uncompress the installer. Then, execute vmware-nstal.pl to install WMware Help

Click in the virtual screen
= =

59 Click n the virtual sreen
to send keystrok ke

to send keystrokes




root@ubuntu-desktop: /home/student/VMware Tools

root@ubuntu-desktop: /home/student# cd VMware\ Tools/

root@ubuntu-desktop: /home/student /VMware
manifest.txt
run_upgrader.sh

root@ubuntu-desktop: /home/student/VMware
6.tar.gz
root@ubuntu-desktop: /home/student /VMware

56.tar ]

oot@ubuntu-desktop: fhome/student/VMware T
oot@ubuntu desktop: fhomcjstudcnt}VMwarc
bin etc FILES INSTALL installer
oot@ubuntu-desktop: fhome/student/VMware
Use the default answers in case of each question.
Jusr/bin/vmware-user

Reboot the system

reboot

Log in and start Firefox web browser

w7 %

Player ~ <| B

1 ) TsSPM 3%

0l -~ & m O
Firefox Web Browser

C Connecting..

192.168.1.254 v X

(D The connection was reset

The connection to the server was reset while the page was loading

Authentication Required

Ausername and password are being requested by http://192.168.1.254. The site says: "

User Name: | admin

Password: | ==

Cancel

nNSRDRDD D e

Waiting for 192.168.1.254...

Tools# 1s
vmware-tools-upgrader-64

vmware-tools-upgrader-32

Tools# gzip -d VMwareTools-9.6.2-168835

Tools# tar -xvf VMwareTools-9.6.2-16883

Tools# cd vmware-tools-distrib/
Tools/vmware-tools-distrib# 1s

1lib wvmware-install.pl
Tools/vmware-tools-distrib# . /vmware-i

monowall.local-mo... x

€ o

mongwall

192.168.1.254 -c| B~ Q &# B8 & & =

wehbGUI Configuration

@) mindwall

‘System information

Name monowalllocal

Version 1.8.1 buit on Wed Jan 15 13:32:36 CET 2014
Platform Generic PC

Hardware
crypto

System
Date

Intel AES-NI

‘Wed Sep 3 18:57:25 UTC 2014

Uptime
Last
config
change

1day, 01:36

Mon Sep 1 18:33:27 UTC 2014



